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NIFOG Updates

eNIFOG 2.01 available for download on phones, tablets and
computers.

NIFOG 2.01 hard copies recently printed and received by
headquarters. Shipping to SWICs is underway

100 copies being mailed to each SWIC
Individual orders will be considered after first order distributed
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FBI PIN re. TDoS Impacts on ECCs

Private

Information from FBI regarding TDoS tactics on Emergency Notification

Communications Centers (ECCs). Y et cesor e s
=

17 February 2021 The following information

rantees or warr: s, for potential use at the sole discretion

Avallable for 9-1-1 Administrators and other Key Partners

20210217-001 provided to help cyber security professionals and system
administrators guard against the persistent malicious actions of

is being provided by the FBI, with no

= cyber actors. This PIN has been coordinated with DH5-CISA.
Please contact the FBI with

Reach out to ECC Maiers if you have not received it.

Private Industry Notification
at either your local Cyber copyright rules,

b Subject to standard
information may be distributed

Task Force or FBI CyWatch. without restriction.
T L P . A M B E R Local field Offices: Telephony Denial of Service Attacks Can
www.fbi.gov/contact-us/field
= offices Disrupt Emergency Call Center Operations

Summary

The Federal Bureau of Investigation is issuing this PIN to provide

awareness regarding Telephony Denial of Service (TDoS) attacks. TDoS
O . - attacks affect the availability and readiness of 911 call centers and can
undermine public trust in emergency services.

Threat Overview

‘What is A TDoS Attack?
References two IIRERAYI=INI= / IIREHGIRF Y documents T8 stk 0 atenpto ke atprons e el
i active Tor as

long as.

possible to overwhelm the

https://www.cisa.gov/sites/default/files/video/22 0307 ecd Cyber Resilienc ook gl e e sases
y Resources for Public_Safety Factsheet 508c.pdf

https://www.ic3.qgov/Media/News/2021/210217.pdf
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Preparing Critical Infrastructure for Post-

Ouantum Cryptoqgraph

CISA released new Insights (8/24/2022)

Overview of the potential impacts from quantum computing to
National Critical Functions (NCFs)

Recommends actions that Cl & government network owners &
operators should take now to begin preparing for the transition

Quantum computing advancement over the next decade present
Increasing risk to public key encryption (widely used to protect
customer data, complete business transactions, & secure
communications).

CISA.gov/guantum

August 2022

Preparing Critical Infrastructure for
Post-Quantum Cryptography

Quantum Risk to Digital Communications

Nation-states and private companies are actively pursuing the capabilities of quantum computers. Quantum
computing opens up exciting new ities; however, the of this new include
threats to the current standards. These standards ensure data confidentiality and integrity and
support key elements of network security. While quantum computing technology capable of breaking public key

rypti i in the current does not yet exist, government and critical infrastructure
entities—including both public and private organizations—must work together to prepare for & new post-
quantum cryptographic standard to defend against future threats.

In March 2021, Secretary of Homeland Security Alejandro N. Mayorkas outlined his vision for cybersecurity
resilience and identified the transition to post-quantum encryption as & priority. Govemment and critical

rganizations must take 7 actions now to ensure a fluid migration to the
new post-quantum cryptographic standard that the National Institute of Standards and Technology (NIST) will
publish in 2024.

Conducting an inventory of vulnerable critical infrastructure systems across the 55 National Critical Functions
(NCFs} is the first step of this preparation and is included in the Post-Quantum Cryplography Roadmap
developed by DHS and NIST. There are potential risks from quantum computing to each of the 55 NCFs. CISA
urges asset owners and operators to follow the Roadmap and CISA's Post-Quantum Cryptography Initiative
wehpage to begin the process of addressing this risk within their arganization._

The Quantum Threat to Public Key Cryptography

Al digital communications—email, online banking, online messaging, etc —rely on data encryption built into the
devices and applications used to transmit data. This encryption is based on mathematical functions that sscure
data in transit, protecting the data from tampering or espionage. In public key encryption (also known as
asymmetric encryption), the mathematical functions rely on cryptographic keys to sncrypt data and authenticats
the sender and recipient.

Public key encryption requires that each message use two separate, but related keys (one is called a public key
and the other is called a private key) to protect data. The sender and recipient of the data do not share their
private keys, while public keys can be shared without downgrading the level of cryptographic security. The
sender uses their private key to encode the message and provides the recipient with their public key to decode
the message. To reply, the recipient will follow the same procedure and share their public key

Becauss only two keys can decode & message, digital signatures allow a party to Sign a message with their
private key while verifiers use the public key to authenticate that the sender actually sent the message. All
organizations regularly use public key cryptography to securely send emails, verify digital signatures, secure
sensitive data, and protect user information online.

When quantum computers reach higher levels of computing power and speed, they will be capable of breaking
public key cryptography, threstening the security of business transactions, secure communications, digital
signatures, and customer information.

Experts currently believe that quantum computers are less likely to impact symmetric key cryptography in which
the sender and receiver use the seme key to protect data. Rather then requiring quantum-resistant algorithms,
symmetric key cryptography can mitigate the threat posed by quantum computing—and maintain the same level
of security as it currently provides—by using longer key sizes.
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CISA 2022 Research and Development

Demonstration Series

Nine 30-minute webinars
August 18 through September 29, 2022

Focus
Reducing cybersecurity threats and vulnerabilities

Addressing interoperability challenges posed by rapid technology
advancements and increased information sharing.

PDF with links available from ECC Maiers.
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SAFECOM Nationwide Survey

Nationwide data collection effort to obtain actionable
and critical data t hat dri ves our nati onds er
communication policies, programs, and funding. Factors that Affect Ability to Communicate

Factors that Affect an Organizations Ability to Communicate

Directed by Congress. Every 5 years.

UNPLANNED SYSTEM/EQUIPMENT FAILURE

Little Extent None
35% 26% 9%
36% 28% 6%

POOR COVERAGE (OUTDOORS) 30% 12%
DEFERRED CAPITAL EXPENDITURES 24% 30%
. . EQUIPMENT FAILURE BEYOND THE CONTROL OF OUR ORG 33% 31%
LaSt S N S I n 2 O 1 8 R am I n u fo r 2 O 2 3 INSUFFICIENT SYSTEM/EQUIPMENT REDUNDANCY 31% 32%
. " EXCESSIVE PLANNED DOWNTIME 40% 21%

INCOMPATIBILITY OF PROPRIETARY SYSTEMS/MODES/ALGORITHMS 28% 43%
SYSTEM CONGESTION (E.G., LIMITED SPECTRUM CAPACITY)
POOR SUBSCRIBER UNIT QUALITY

: .
Questions developed. Under review by SAFECOM = i
p " y INSUFFICIENT ROUTE DIVERSITY 45% .

CYBERSECURITY DISRUPTION OR BREACH 57% - !

DEFERRED MAINTENANCE 32% 3]!% .

. INSUFFICIENT SITE HARDENING 48%I )

DIMINISHED SERVICE DUE TO ADDING USERS BEYOND OUR ORG 53% J

Data Description

O t h P I d I d = The majority of organizations (91%) report poor in-building coverage impacting to some extent their ability to communicate,
u re aC a n eve O p e . and 88% report poor outdoor coverage impacting to some extent their ability to communicate

= 30% of organizations reported unplanned system failures greatly affect their organization’s ability to communicate
= 44% of organizations identify a cybersecurity disruption/breach as impacting their ability to communicate

N4 Homeland

https://www.cisa.gov/safecom/sns &D seeurity e
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State & Local Cybersecurity Grant Program

$1B (over 4 years)

9/2: Release of NOFO in Summer 2022 (www.build.gov)
BUILDING A
BETTER AMERICA
NThe State and Local Cybersecu
makes available Federal funds to State, local, and Tribal A CUIDEROOK O THE
governments to address cybersecurity risks and SIPARTISAN INFRASTRUCTURE LAW
cybersecurity threats to information systems that they TERRITORIAL GOVERNMENTS, AND

\

oOwn or operate. o

ELIGIBLE USES
Develop and revise cybersecurity plans

OTHER PARTNERS

Implement elements of the cybersecurity plan
Address imminent cybersecurity threats

Other appropriate activity determined by the DHS CISA
Director
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EAS Vulnerability

Cybersecurity vulnerability identified in EAS encoder/decoder
devices used by broadcast stations that receive Federal
Emergency Management Agency (FEMA) alerts

CISA Vulnerability Management reviewed scan data and
iIdentified internet-facing entities that may be vulnerable. CISA
contacted those specific organizations.

Minimize the risk
Install updates and security patches
Change default passwords
Never allow direct access to the internet

https://www.fcc.gov/document/fcc-urges-eas-participants-secure-

eas-equipment

fe PUBLIC NOTICE

Federal Communications Commission I
45 L Street NE formation 202 41
Washington, DG 20554 e e ot sy

DA 22-828
Released: August 5, 2022

PUBLIC SAFETY AND HOMELAND SECURITY BUREAU URGES EMERGENCY ALERT
SYSTEM (EAS) PARTICTPANTS TO TAKE IMMEDIATE STEPS TO SECURE EAS
EQUIFMENT

PS Docket No. 1594

In this Public Notice. the Public Safety and Homeland Se :\mnB\\reﬂu(PSHSBmBlkeﬂu)
advises icati pxcmdﬁs'ha icipate in the EAS (EAS Participants)! fo take steps to

their EAS equipment against risks impacting devices that are publicly accessible o the Inetnet. On

Avgust 1,202, the }'edemlEmrmency\JIanagﬁnm Agency (FEMA) issued an advisory on a potential
Incrability in certain EAS encod der devices that have not been updated to most recent software

versions ? FEMA observes that if EAS devices are not up-to-date, an unauthorized actor could issue EAS
alerts over the EAS Participant’s infrastructure.

EAS Participants mmst cnsure that their EAS s monitoring and itting functions
are availsble whenerer the mnsand systems ase operating ? PSHS has previously v warned EAS
t this vl d them to secure their EAS equipment by installing
current secunt}pa hesaudusmzﬁx?wall The Bureau again urges all EAS Participants, regardless of
the mak:eandmodelofheﬂEASeqmpmm o uperade their eqmpmemsuﬁwareandﬁrmwaremrhe
most recent and secure their equipment belind a properly
configured firewall as saon as possil bl

In additica, the Bureau nrges EAS Participants to take the following steps to improve their cyber
bygiene:

» Install software security patches issued by the manufacturer as soon as they become
available.

»  Change default passwords

«  Contizually momorEA‘Semnpmm and oftware aad review audit logs to detect and
report incidents of naauthorized.

147 CFR. 11.2(b) (radio and television broadcasters, wireless and wired cable television systems, satellite radio and
television providers, and wireline video providers).

2 See FEMA, IPAWS Advisory: Emervmj AlerrS Sxemf b mblh) (Al 1,2022),
hitps-//content ¥

F41CFR§ 1135

+ See E-mail from Lisa M. Fowlkes, Chief, PSHSB, FCC to EAS Participants (April 24, 2020 2:03 am EDT) ("We
are aware of various reported mstances of EAS equipment comnected to the mtemet with weak or otherwise

inadequate network security and/or unsecure device setting configurations that potentially leave them vulnerable t
IP-based attacks.").
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For more information:

Chris Malers
N
,((L.@ ‘a',’ Christopher.Maiers@cisa.dhs.gov
U 202-701-3235
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